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Decision/action requested

1) Discuss Rationale below
2) Send LS with the proposed changes in the detailed proposal below.
2
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3
Rationale

3.1
General
SA3 dicussed in its latest IPX conference call ("IPX Security call 2 – Solutions" on January 12th 2018) to send an LS to CT4 asking about certain design decisions. Deutsche Telekom has provided an initial draft for this LS in S3-180223 [1]. In this comment contribution we describe issues with the LS and propose changes to it. The aim is to support CT4 in the design of a RESTful and secure system by clear security requirements from SA3. 
SA3 currently discusses how to protect messages between SEPPs. An unofficial agreement that only JSON content shall be protected has led SA3 in a direction that risks losing the RESTfulness of SBA, e.g.by only allowing message types with JSON objects (hence no GET requests) over the interconnect.
Limiting the messaging of SBA, e.g.to not use GET requests, contradicts the whole effort of introducing SBA at stage-2 level, and the corresponding RESTful API design done in stage-3, as a system of known, architectural design patterns and standardized protocols with a well understood way of design. If this is done SBA would no longer be a large improvement over DIAMETER and can not readily be used in Cloud-Native environments.
We propose that instead of substantially limiting SBA design (the logical design of the service APIs between Network Functions, done at stage-3 level) for the sake of an easy security solution, we suggest that SA3 studies different solutions to include the nessesary security information (e.g JSON object) into packets travelling between SEPPs

3.2
Issues with limiting messaging over interconnect

One argument for limiting SBA to only use message types with JSON objects and only protecting the HTTP payload (not the URI or any other parts of the header) is that it makes SEPP design easier as the SEPP only needs to find the JSON object and replace it – without having to understand the rest of the SBA message at all. 
However, while this solution might seem like a clean and easy security solution it results in severe limitations to the design of the whole SBA system. Limiting SBA in this way makes the design of all NFs more complicated and requires reimplementation of proxies due to the lack of caching for POST requests. This would result in that the fundamental reasons for selecting a REST approach in the API desing would be lost. The REST approach relies heavily on the actual semantics of the different HTTP verbs to convey the meaning of the service operation being implemented. Having an HTTP design where a small subsest of these HTTP vers can be used (and, taken to the extreme, to have only POSTs operations) is equivalent to killing the REST architectural approach.
Further, it is incorrect that the SEPP design would become substantially easier. The SEPP would still have to parse and understand the URIs as they will at minimum contain information of the destination (e.g other PLMN or NF) that the SEPP needs to contact. Due to topology hiding it is also likely that the SEPP will perform changes to the URI.
3.3
Proposed way forward

We suggest that SA3 does not unnecessarily restrict the design choices of CT4 by putting very restricting requirements based on a favoured security solution. Instead, we think that SA3 should study different security solutions and based on them make simple requirements to CT4.

3.3.1
Basic requirements

As SA3 has agreed to provide replay protection for messages sent between SEPPs, any solution for providing this requires that some data is added whithin each message to identify the message. Additionally, replay protection requires the SEPP to SEPP connection to be stateful in the sense that the SEPP needs to keep track of received messages to identify whether they have been replayed.

The first requirement to CT4 then becomes: The SEPP shall be able to include security related information into all messages between SEPPs.
The next requirement is confidentiality protection of sensitive data. This data could possibly be located within the URI, HTTP Headers or the HTTP Payload. Instead of making the SBA design very complex and unorthodox we should design a solution that allows protection of parts of the URI and possibly HTTP headers.
For this to work, the SEPP must be able to identify the parts of the URI and which HTTP Headers that need to be protected. For standardized NFs it is most straight-forward to also standardize which parts of the URI the SEPP needs to protect. 
For non-standardized NFs, SA3 should make it clear to CT4 and SA2 that the SEPP must somehow get the knowledgewhich parts of the message to confidentiality protect. For example, the NF or NRF could inform the SEPP.

The second requirement to CT4 then becomes: The SEPP must be able to identify the parts of the message that need confidentiality protection and replace them with their encrypted/decrypted counterpart when sending/receiving traffic over the N32 interface.
3.3.2
Other considerations for SEPP to SEPP messaging

For the handling of encryption errors, the SEPP to SEPP messaging must include some kind of error messaging and handling. Additionally, to provide replay protection between SEPPs a security session is required for each active connection and it is also likely that a security handshake is nesecary before being able to transmit any request on behalf of NFs.

This makes it clear that the connection between SEPPs is not as trivial as forwarding HTTP messages and applying encryption to some parts. In fact, already the basic solution discussed by SA3 defines a new protocol for communication between SEPPs. What SA3 is currently discussing is abusing the structure of the forwarded HTTP messages to create this SEPP to SEPP protocol. For example, Solution candidate C below would create a clear separation and avoid many issues would be to have a specified protocol for the SEPP to SEPP communication that is clearly separated from the forwarded HTTP messages.
However, the decision of protocol design is not an SA3 question. SA3 should only agree on the requirements so far that we need to support messaging between SEPPs that is not part of forwarded HTTP messages

The third requirement to CT4 then becomes: The SEPPs must be able to perform security handshakes and also be able to report errors caused by encryption issues in the communication.
3.3.3
Security solution candidates

We believe that SA3 and CT4 will be able to design, in the given timeframe, a solution for the protection of SEPP to SEPP messaging that satisfies the existing security requirements but does not unnecessarily restrict the design choices of other groups. Candidate solutions are mentioned in our draft-LS S3-180299 [2]. 


"Solution A) as a separate HTTP header in the NF-originated original message,

[…]


Solution C) as data provided on a layer outside the NF-originated original message, i.e. in a SEPP-to-SEPP message that encapsulates the NF-originated message, i.e a new layer between TCP and HTTP, or 



Solution D) as query or path parameters in the HTTP request-line of the NF-originated original message." 
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1. Overall Description:

1.1
Rationale

SA3 already kindly asked CT4 to keep SA3 informed when designing the Service Based Interface (SBI) for 5G. In the LS to CT4 (S3-173527) SA3 expressed the desire to apply application layer security to the N32 interface between PLMN operators for the interconnect. 

By now SA3 has more detailed understanding of a potential security solution for SBA in general and for N32 security in particular. SA3 has identified dependencies on the SBI design. SA3 will only be able to specify a security solution for SBA and N32 interface, once CT3 and CT4 have agreed on messages, information elements and data structures to be used and which of these will be transmitted over the N32 interface.

SA3 has further determined that some design decisions for messages and data structure may impact overall SBA and N32 security. In order to achieve a robust, scalable and secure SBA for 5G, SA3 kindly asks CT3 and CT4 for collaboration.

In particular SA3 would like to ask CT3 and CT4, if they would be fine with considering the guidelines outlined in Section 1.2 when designing SBI.

Furthermore, CT3 and CT4 could help SA3 getting a better understanding of design decisions, allowing SA3 to conclude on the security solution for SBA and N32 for Release 15. CT3 and CT4 are therefore asked if they could answer the questions in Section 1.3.

1.2
SBI Design Criteria Relevant for SA3 and Security Guidelines
SA3 intends to specify a security solution for the N32 interface. Security controls, such as confidentiality (implemented by encryption), integrity and authenticity (implemented by message authentication cotes (MAC) or digital signatures) should be applied to some parts of the HTTP messages. SA3 determined that applying full channel security on a lower layer of the protocol stack (e.g. on transport layer using TLS) is not applicable for the N32 interface because of roaming interconnection requirements conveyed by GSMA to SA3. 
In TS 29.500 CT4 specifies the use of HTTP, RESTful interfaces, and JSON objects as application layer data structures. SA3 understands that CT4 wants to follow the paradigm of RESTful interfaces, as they are used on the Internet. While this can be done consistently on any NF inside a single PLMN, the SEPP, as specified in TS 23.501, is required to follow a different approach when communicating to the SEPP of a peer PLMN. To protect communication between SEPPs, the SEPP must be able to encrypt and/or integrity protect sensitive parts of the communication. This includes the URI, HTTP Method and HTTP payload. 
1.2.1
Security Guidelines for the N32 Interface (SEPP to SEPP communication)

As SA3 intends to specify a security solution for the N32 interface in 5GS on the application layer for Release 15, SA3 would like to ask CT3 and CT4 if it was possible to meet the following requirements on the N32 interface. 
1.  The SEPP shall be able to include security related information into all messages between SEPPs. 
This information is likely to be in the form of a JSON object.
Note: SA3 is designing a security solution based on JSON objects. Therefore a JSON object needs to exist in all messages. Otherwise the message would be unprotected. A message without the security JSON object could be sent by any party where the recipient could not determine whether it comes from the expected source. 
Note: It is up to CT4 to decide how this JSON object shall be included.
2. The SEPP must be able to identify sensitive the parts of the message that need confidentiality protection and replace them with their encrypted/decrypted counterpart before when sending/receiving traffic them over the N32 interface.
. This means that CT4 must design solution that allows the SEPP to distinguish separate parts of messages and know which parts of the message are sensitive.
Note: This includes sensitive information in particular (e.g. subscriber information). SA3 assumes that applying security controls to content inside the JSON object is easier than modifying other elements of the HTTP message.

3. 

4. 
1.2.2
General Security Guidelines for all SBI

In addition, SA3 has further remarks on security-friendly SBA design. If CT3/CT4 could follow the guidelines below for all SBA messages and all SBI, implementations of SBA can be more robust, less error prone, provide a smaller attack surface, and result in less processing effort of messages.

5. There should be a defined limit to the number of JSON objects in one inter-PLMN signaling message, the number of IEs in one JSON object and the overall size of one JSON object.
Note: This helps creating robust implementations where maliciously crafted messages cannot overflow buffers on NFs.
6. Security-friendly design which allow flexible definition of IEs to be encrypted. This includes IEs within the URI, the HTTP payload and the HTTP Headers.
Note: If all IEs that should be encrypted can be grouped together so that only one cryptographic operation will be needed to encrypt or decrypt all of them in one go, cryptographic operations can be implemented in an efficient way.
7. Existence of duplicate IEs for the same attribute should be avoided.

Note: If the same IE appears more than once, it depends on the implementation whether the first or last occurrence in a message will be interpreted by a NF. This is likely to cause unpredictable behaviour and should be avoided. 

8. The SEPPs must be able to perform security handshakes and also be able to report errors caused by encryption issues in the communication. For example, 
there should be a defined way for a receiving SEPP to return security-related error codes to the source SEPP in inter-PLMN signaling. CT4 is asked to design a solution that supports security handshakes and specifying these error codes.

1.3
Questions on SBI Design
SA3 would like to ask the following questions to CT3/CT4. Answering these questions will help SA3 to conclude on a security solution for SBA and N32 in 5G.

1. It is SA3’s understanding that SBA will fully be based on the protocol stack chosen in TR 29.891, clause 11.3.1.2.1. CP protocols that have been used in earlier 3GPP releases (e.g. DIAMETER, GTP) will not be used at all.

2. What information will be defined into the JSON object of SBI?

3. What information will be defined into the URI and in the HTTP/2 header?

4. What data will be contained in the binary data blob and in which cases shall it be used? What interfaces will use the binary blob?
5. SA3 would need a list of all the inter-PLMN signalling messages that are exchanged between PLMNs through the N32 interface and the Information Elements (IE) that are contained. This is not limited to IEs within the JSON object.

6. Will the network functions involved in inter-PLMN signaling traffic be truly stateless and where is the state information contained in this case? Is something similar to Web-Session-Cookies being used? Will the JSON object have this role?
7. 

2. Actions:

To CT3, CT4 group.

ACTION: 
SA3 asks CT3/CT4 group to consider the design criteria collected in section 1.2 above when designing SBI for 5G. SA3 security solutions depend on CT3’a and CT4’s design decisions and SA3 would therefore ask CT3 and CT4 to closely work with SA3 on the matter. 

SA3 further asks CT3/CT4 to inform SA3 if CT3/CT4 are hesitant to follow the guidelines collected in section 1.2.


SA3 also asks CT3/CT4 to kindly respond to the questions in section 1.3.
SA3 asks CT3/CT4 to respond by SA3#90Bis to allow SA3 to define a 5GS security solution for SBA for phase 1 before stage 2 documents are to be closed.
SA3 thanks CT3 and CT4 in advance for their endeavours. 

3. Date of Next TSG-SA WG3 Meetings:

SA3#90Bis
26 February - 2 March 2018
San Diego (US)

SA3#91
16 - 20 April 2018

Belgrade (Serbia)
�Req 1 from above


�Req 2 from above


�Binary blobs will likely be transferred over interconnect. However, this is not relevant as we should design a solution that handles different types of content. 


�Req 3 from above


�What does this question mean? 





